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Using Fault Injection (FI) attacks it is possible to induce faults into the data being used by an embedded system [6] [7]. This makes the above outlined RSA attack
feasible. However, when using FI it may be difficult to flip
arbitrarily chosen bits. Thus, we explore the limitations of
Voltage Fault Injection (V-FI) with regard to what types
of faults can be expected, and how those faults can best
be exploited when attempting to factor RSA public keys.
This paper describes a practical application of attacking RSA public moduli by using V-FI on an embedded
target. We study the limitations and possibilities of faults
that can be achieved using V-FI and how those faults can
be used for weakening RSA by factoring modified public
moduli.

Abstract
Embedded devices can be susceptible to Voltage Fault
Injection (V-FI) attacks, which can cause data corruption. Many embedded devices also rely on RSA for their
security. For example, using a signature to verify the
image they boot from. When fault injection is used to
modify the public modulus of an RSA key, the resulting modulus can often be more easily factored. This
factorization can be used to compute a private key corresponding to the modified modulus. We study the effect of V-FI on RSA by introducing voltage glitches to
an embedded device, showing which types of faults can
be expected to occur. A fault suitable for attacking
RSA public moduli is then selected. We simulate the
selected fault in randomly-generated RSA public keys
and attempt to factor them. For every key that was
tested, at least one fault yielded a successful factorization within only 60 seconds. Repeating the same fault
on the target is possible within minutes, allowing use of
the private key obtained from the factorization to sign
messages which will verify on the target.

1.1

Outline

This paper is structured in the following manner: Section
2 outlines related work on the subject of FI and of weakening RSA using FI. In Section 3 we discuss the process
used to obtain a fault model. This includes characterizing the target’s response curve to voltage glitches, and the
1 Introduction
types of faults that can be expected. Section 4 details the
effects of weakening the public modulus of RSA, both on
Embedded systems often rely on the RSA cryptosystem for factoring weakened moduli, and on key construction using
their security. For example, RSA signatures may be used the resulting factorizations. Section 5 discusses selecting a
to verify the authenticity of code being executed on the suitable fault model, and presents the results of factoring
system. A common use case of this is secure boot. [1] [2] [3] glitched keys. Finally, the research is discussed in Section
The code, or firmware image, will be hashed with some 6 and concluded in Section 7.
cryptographic hash function by the author. The resulting hash will be encrypted using an RSA private key and
1.2 Approach
stored on the device. The device will use the corresponding RSA public key to decrypt the hash, and will compare Our main research question is as follows:
the decrypted hash to a digest it computes from the code
• Is modifying the RSA public modulus using voltage
it’s about to execute. While the hash comparison function
fault injection a practical means of weakening RSA
is often protected against external attacks, the RSA key
signature verification?
may not be as well protected while in transit from the device’s non-volatile storage to its RAM. [1] In such a case, The following sub-questions have been formulated:
the RSA public key is vulnerable to attack while it’s being
• Using voltage fault injection, how can an RSA pubcopied between these two locations.
lic modulus be modified in a way that is beneficial
One of the ways that the RSA cryptosystem may be
to an attacker?
attacked is by externally inducing faults in the public mod• Which types of modifications reliably yield faculus. Corrupting a modulus changes its value, which often
torable moduli?
makes it easier to decompose into its prime factors. With
this knowledge it becomes possible to create a valid pri• Can we create valid private keys from these factorvate key for this new modulus. This private key can then
izations?
be used to create valid signatures under the new modulus. [4] [5]
• Is it practical to apply this attack against RSA?
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