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Regulated data exchange:
Data exchange systems governed by regulations, agreements and policies

as an instance of

Regulated systems:
software systems with embedded regulatory services derived from norm specifications
that monitor and/or enforce compliance

NWO-funded: SSPDDP — Secure and scalable, policy-driven data exchange
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Regulated data exchange:
Data exchange systems governed by regulations, agreements and policies

as an instance of

Regulated systems:
software systems with embedded regulatory services derived from norm specifications
that monitor and/or enforce compliance
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Regulated data exchange:
Data exchange systems governed by regulations, agreements and policies

as an instance of

Regulated systems:
software systems with embedded regulatory services derived from norm specifications
that monitor and/or enforce compliance

NWO-funded: EPI — Enabling Personalized Interventions
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Regulated data exchange:
Data exchange systems governed by regulations, agreements and policies

as an instance of

Regulated systems:
software systems with embedded regulatory services derived from norm specifications
that monitor and/or enforce compliance

EFRO-funded: AMDEX Fieldlab — neutral data-exchange infrastructure
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Section 1

Policy-driven data exchange @ UvA

Joint with: Tom van Engers
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Our approach to regulated systems

application services "~ regulatory services

. Normative
| Services

. ) monit
es N .
monitors & notifies

N

& notifies

Application S Enforcement
Services penalizes, rewards & notifies| Services
input/putput input/putput
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Policy reasoning with eFLINT DSL

eFLINT actor query (e.g. verification)

inference

notification
(e.g. violation / new duty)

notification v
(e.g. of action)

Actor

query (e.g. permission?) ‘
changes in norms - ‘_

“eFLINT: a
domain-specific language for executable norm specifications” .
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https://doi.org/10.1145/3425898.3426958

Policy Administration and Enforcement

Requirements on Administration

Links between legal text and policy

XACML Environment Layered policies

Access —————————_  XACML y Attribute —
Request |, (” "\_Request \__Que ( \ V 5 o
L PEP PDP PIP ersioning
s AN

j————— \ /
Approve/ |\ XACML /
ser Deny Response Reuse
Policy|
TN Usability: registration, selection, ...
| PAP |

\_ Y, )

Requirements on policy language

Simplified XACML architecture — M.S. Ferdous. o and
B ) ; . Connects legal primitives and
User-controlled identity management systems using tational primit;
mobile device”. PhD thesis. computational primitives

Compositional and extensible specifications

Supports simulation, scenario checking,
verification




Policy Administration and Enforcement

Requirements on Enforcement

Occurs at all stages:
“before, during and after processing”

Ex-ante and ex-post enforcement
Legal obligations

Accountable

Explainable

Pre- and post-conditions

Human-in-the-loop

o

v

(2] (3] (4} ) (6) (7
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Ex-post dynamic enforcement

Occurrence of Violation

Ex-Post:
unfulfilled duty?

prohibited action?

Time

\
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Layered policy specification

L
LO dataspace

L=

Rule of law,
International, EU and local

Trust eco-szstem & governance
principles for sharing data

Consortium agreements
"how we share data"

Conditions for sharing
specific data, services,
ocuments, applications

GDPR — Financial sharing agreement — Organisational policy

GDPR — Medical consortium regulatory document — Resource-level access control

“Dynamic generation of access control policies from social policies”.
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https://doi.org/10.1016/j.procs.2021.12.221

Reuse — Data exchange archetype

Type A Type B Consumer with Software Consumer with Compute
L as a Service to data
Private Sharing Software as Infra as Sharing Data s =
Operation Results a Service a Service . .
software Org. B
Org B ' Org. B Data Output Software, Output
5 Org. B HIFNE
data  software = illg E (Coen ] [Comc ) (oen ] [(Lowc ]
N ° data output 2 @
/ Org. A \ Org. A Sharing Code
N f\t_\;’,/ org via TTP c th Sh
tput a software onsumer wil aring
outpu! (zfg C Code and Data via TTP
soft / output
Sharing Sharing Compute Reproducible| | "%/ daa
Data Code to Data Science oo oupt
data output _— Software
output  software output data e
£ Share Code and oon ] (Lo ] (oo ]
B (©re.8) (CEED)] Data via TTP
data soft soft output | | data soft
ware ‘ware ware
s ) S S https://gltlal:.).com/eﬂ|_r_1t/data—exchange—
templates (Nina Verheijen)

“Evaluation of Container Overlays for Secure Data Sharing”.
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https://gitlab.com/eflint/data-exchange-templates
https://gitlab.com/eflint/data-exchange-templates
https://doi.org/10.1109/LCNSymposium50271.2020.9363266

Section 2

AMAEX fieldlab

Joint with: AMdEX partners
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AMdEX fieldlab

overview

Fieldlab Dataspaces / Use Cases

Marine- UNL || DIPG || Airplane 1} oy
terrein Maintenance
N A 4 A A A

Fieldlab [ I /
Dataspace Dexes UvA || AMS-IX Surf
Providers
AMdJEX preeeeeeee ,
(hard and soft) AMdEX 1': . AMdEX .
infrastructure Fieldlab ‘Association:
Local —
infrastructure |Luminis||KPN || Tapp F:“"'ty Dell || Equinix
(services) pps
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AMdAEX Reference Architecture

(1) (2] (3] (4) (5) 0, (7]
EEPTEDERPTED

AMdEX
AMAEX Data provider Data consumer
framework
Producer Consumer
node node
Ecosystem provider Ecosystem governance provider Data Owner ‘Service provider Data User
Member node
e.g. compute
Dataspace provider Governance provider RgSO::E
wher
Control and Control plane
governance Only metadata
infrastructure flows here Dataspace
Member
Hardwa_re and Exchange provider Data plane
services Actual flow of oot Dat Sorvi

. sset ata ervice
infrastructure (data) assets ’ Provider ‘ Consumer Provider

Dataspace member »

Data Algorithm Storage Compute Exchange
Provider Provider Provider Provider Provider
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AMAEX Reference Architecture — version 1.0.0.


https://doi.org/10.5281/zenodo.10565915

Architecture with Components

Control and
governance
infrastructure

Registry
(universe)

Catalog

(universe),

Policy Store
(universe)

AMdEX
framework

Registry | | Catalog

Ecosystem govern:

Hardware and
services
infrastructure

Dataspace provider Governance provider
Registry | | Catalog | | Notary Ir IAuditor Policy store
_ Control plane
Clearing| | _Process |___|Enforcement Policy Only metadata
Orchestrator Orchestrator Reasoner flows here
;\Connector — Connector
Data plane

Exchange provider

S

S

Connector

T

Connector

Provider

Dataspace member

Consumer

Dataspace member

Connector
Compute

Dataspace member

Actual flow of
(data) assets
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AMAdEX fieldlab — main results

Main results and insights

High-level reference architecture
Main selling points: genericity (archetypes), integrated governance
Implemented components: Catalog, Secure Analysis Environment, Policy Reasoner, Orchestrator

Lab experiments: Policy Store, Notary/auditor,

Consolidation and standardisation
Interoperability with EU initiatives, IDSA in particular
AMAEX-DMI project: scaling up use cases, researching auditing

Targeted use cases with specific service providers:
synthetic data, secure multi-party computation, federated ML, differential privacy, ...
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Section 3

Policy-enhanced Access Control

Joint with: Milen G. Kebede
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Back to basics: Access control and XACML architecture

. XACML Environment i
Access XACML Attribute
Regquest Request Quel
An access request typically consists of: 8 || PEP L PDP L PIP
‘Approve/ ~ XACML T o)
A t User Deny Response 4 ribu
n actor .
. . v
An action (e.g., read/write)
PAP
A resource / asset
AN _

Optionally: A context identifier
P y Simplified XACML architecture — M.S. Ferdous.
“User-controlled identity management systems using mobile
device”. PhD thesis.

Fact actor
Fact asset

Act read Actor actor Related to asset
Act write Actor actor Related to asset
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DIPG use case

Diffuse Intrinsic Pontine Gliomas(DIPG) registry: rare disease repository that allows
researchers to access patient data that can lead to discovering new treatment.

1. Sends proposal

Researcher o . ___%4Sendsselecteddata p|pG Network

Dynamic generation of access control policies from social policies

L. Thomas van Binsbergen'®, Milen G. Kebede®, Joshua Baugh®, Tom van Engers?,
Dannis G. van Vuurden®

Unformatics Institute, University of Amsterdam, 1090GH Amsterdam, The Netherlands
“Princess Maxima Center for Pediatric Oncology, Department of Neuro-oncology, Utrecht, The Netherlands
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The DIPG case — Compliance questions

According to the GDPR (1) and the DIPG regulatory document (2):
What conditions need to be fulfilled by a member before making data available?

<ISong

P,
DS it
o

Donors

.
I l Accumulated 3 =xs
s Personal Data ses

Member
DIPG Registry

What conditions need to be fulfilled when accessing (3) data from the registry?

)

Access Request

4

=
o
3
=
@
o

-
-

Selected Dataset

DIPG Registry
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eFLINT reasoner as Policy Decision Point

What conditions need to be fulfilled before
making data available?

P Py N
’ D;S"nal 3 >
I I I Accumulated o
~Personal Daia >
—=—— "Personal Dala oy

o Member
4 .
o DIPG Registry

Donors

?Enabled (write (<X>,<Y>))

W

What conditions need to be fulfilled when
accessing data from the registry?

Access Request <>
PE—— Ty
Selected Dataset u

DIPG Registry

)

1

Members

?Enabled (read (<X>,<Y>))

“Dynamic generation of access control policies from social policies”.
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https://doi.org/10.1016/j.procs.2021.12.221

Compliance Question 1 — GDPR Rules

GDPR - Atrticle 6(1)(a):
Personal data can be collected for a specific purpose if consent has been given for that
purpose

GDPR — Article 5(1)(d):
Data must be accurate for purpose specified

Act collect-personal-data
Actor controller
Recipient subject
Related to data, processor, purpose Where subject-of (subject,bdata)
Creates processes(processor, data, controller, purpose)
Conditioned by accurate-for-purpose(data, purpose)
Holds when consent(subject, controller, purpose, data)
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Compliance Question 1 — regulatory document

DIPG Regulatory document — Article 4(2):
Members should transfer data to the DIPG registry in a coded form only

Fact coded Identified by dataset

Act make-data-available
Actor institution
Related to dataset
Conditioned by coded(dataset)
Holds when member (institution)
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Compliance Question 1

Extend Act make-data-available Syncs with (Foreach donor:
collect -personal -data(controller

institution

,subject = donor

s,data = dataset

,processor = "DCOG"

,purpose = "DIPGResearch")
When subject-of (donor, dataset))

An institution can make a dataset available when (for each donor (subject) in the dataset):
The institution is a member (DIPG Regulatory Document — Article 4(2))

Data is coded (DIPG Regulatory Document — Article 4(2))
Consent is given by each donor for data processing

by the DCOG for the purpose of DIPGResearch (GDPR - Article 6)
Data should be accurate for the purpose DIPGResearch (GDPR — Article 5)

Extend Act write Holds when Enabled (make-data-available (member, asset))
&& affiliated-with(actor, member)
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Compliance Question 2

Extend Act read Holds when (Exists project, institution:
approved (project,institution) &&
selected (asset ,project) &&
affiliated (actor, institution))

An actor can read an asset when (there exists a project and an institution for which):
The project is approved for the institution
The asset is selected for the project

The actor is affiliated with the institution
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Subsection 1

Purpose-based Access Control
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Purpose graph
Purpose graph (V, S, P, C) is a directed acyclic graph (DAG) with purposes in V labelling nodes and with
three sets of edges S, P, and C corresponding to the specific-of, prerequisite-of and compatible-with

relations respectively.

Example: DIPG Purpose graph

DIPG-Research €« C — DIPG-Treatment +compatible-with (DIPGTreatment, DIPGResearch).
+specific-of (Investigate, DIPGResearch).
/\ T +specific-of (ImproveDiagnosis, DIPGResearch).
s s P +specific-of (EnhancedImaging, ImproveDiagnosis) .
+prerequisite-of (ReadImaging, DIPGTreatment) .
/ \ | Fact asset Identified by DIPGData
Invgstigate Improve Read Imaging Fact subject Identified by Subject.
Disease Diagnosis +subject-of (Subject, DIPGData) .
mechanism ¢
S
|
Enhanced 9
Imaging
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https://doi.org/10.3233/FAIA230958

Evaluating Access requests

An access request is a tuple (S, A, O) where A is an action, S is the actor performing the action
and O is the asset on which the action will be performed and is evaluated using two approaches
(1) Action Ais expected to be a node in the purpose graph.
(2) Action A corresponds to a program submitted by a user to perform some processing on the
asset.
- Purpose is computed by analyzing the source code of the program.

Physical enhance-imaging

Syncs with process (actor, EnhancedImaging, DIPGData)
Physical read-imaging

Syncs with process(actor, ReadImaging, DIPGData) .

The physical actions are ‘qualified’ as being an instance of the institutional action and inherit

its pre- and post-conditions.
10
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Action Matching

Given a triple (S,A,0), which forms instances of process and an access request, a path of edges in the

purpose graph is sought that links the action A to one of the obliged or consented purposes (for all

subjects, in the case of consent).

+consent (Subject, Member, DIPGData, DIPGResearch).

enhance-imaging (Member) . // Lawful:

// EnhancedImaging -s-> ImproveDiagnosis -s-> Consented (DIPGResearch)
read-imaging (Member). // Lawful:

// ReadImaging -p-> DIPGTreatment -c-> DIPGResearch

// +must-inform(Member, Subject, DIPGTreatment)

(1) enhance-imaging action is lawful because it is more specific than the consented purpose
DIPGResearch
(2) read-imaging action is considered lawful by invoking the prerequisite-of and
compatible-with relations
compatible-with relation generates must-inform duty which is then added to the
eFLINT knowledge base.
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Section 4

Discussion
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Some open questions

How general is our approach? How realistic is it to support generic archetypes?
Can we sufficiently standardize to include many types of service providers?

Howto secure multi-party computation (sMPC) and federated machine learning (FML)?
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Some open questions

How general is our approach? How realistic is it to support generic archetypes?
Can we sufficiently standardize to include many types of service providers?

Howto secure multi-party computation (sMPC) and federated machine learning (FML)?

How realistic is our approach to policy administration and construction?
Requires collaboration between legal and software expert?

Many interpretations and versions across layers, how to prevent inconsistencies?

NGF-funded: AMdEX-DMI project

How to trace and audit exchange processes without access to data or algorithms?

Solutions involving encrypted-storage providers?

What information is needed for auditing, and are service providers willing to share?
Can we handle logging information as ‘just another’ sensitive data asset?

Can we identify ‘levels of auditability’ to become part of consortium agreements?
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Section 5

Data Exchange Processes
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B i) > o S B

Onboarding of a dataspace member, a use case, an external ecosystem /dataspace ’

Involves: technical connection, registration, possible certification, archetype selection

Registry: Registers AMdEX participants and dataspace members with their roles; can be
used for finding possible new dataspace members
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1. Onboarding

(1) (2] (3] 0 (5) (6) (7]
TEPTEDTIPTED

Onboarding of a dataspace member, a use case, an external ecosystem /dataspace ’

Involves: technical connection, registration, possible certification, archetype selection

Member User Role Component
UNL analyst(UNL) data consumer / algorithm provider consumer node
Surf resource owner | compute provider compute node
University X | analyst(X) data consumer consumer node
custodian(X) asset provider / compute provider compute node

Onboarded dataspace members of UNL use case. Agreement: equal schema, horizontal split

Registry: Registers AMdEX participants and dataspace members with their roles; can be
used for finding possible new dataspace members
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2. Proposing

o

(2] (3] 0 (5) (6) (7]

Discuss the inclusion of (additional) archetypes, members, or resource J

May result in additional onboarding steps and/or in offers made

3444



B e > o o S B

Discuss the inclusion of (additional) archetypes, members, or resource J

May result in additional onboarding steps and/or in offers made

accumulate

UNL Scenario 1 (Compute to data): /ﬂg\ phase 1
'i. —restt——— UNL D alg, _—

Compare the difference in average ] ]
intermediate

salary between male and female aca- g
demics at various function levels restlt redult phase 2
(UD, UHD, HL)

3444



B ) D S

Discuss the inclusion of (additional) archetypes, members, or resource J

May result in additional onboarding steps and/or in offers made

UNL Scenario 2 (Sharing data via TTP): m

How long does it take men and m
women on average to become full
professor, independent of whether
they stayed at the same university? m

— phase 1

algy -
intermediate
alg,
accumulat a/g phase 2
Ult global

result jocal resultjocal

result o
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B i) > o S B

Offer (data) assets and resources under certain pre- and post-conditions ’

Offer should be checked for consistency with consortium agreement

Catalog: Holds meta-data about assets and resources offered, including policies (conditions)




3. Offering
(1]

(2] (3] 0 (5) (6) (7]

Offer (data) assets and resources under certain pre- and post-conditions ’

Offer should be checked for consistency with consortium agreement

University X . UNL
:compute node Registry Catalog :consumer node

: register
-submit meta-dat'a—_‘_—registe#

[
data owner ——offer Falta asset—»

offer synthesized data asset——
submit meta-data | |
o —
offer compute resource———»

resource owner :

Catalog: Holds meta-data about assets and resources offered, including policies (conditions)




4. Requesting

o

(2] (3] 0 (5) (6) (7]

Abstract archetypes and execution plans become concrete, e.g. from which universities is
data requested? Which query is used? Is the TTP involved? J
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4. Requesting

Data Request

nding

ELECT "Salschal’, "“Taakomy' FROM arbeid;
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B e > o o e B

Processes through which pre-conditions are checked and enforced, e.g. do the resource
conditions allow the selected archetype, did custodians approve the request? J

/a%\ hase 1
Oyl O

intermediate

accumulate

a
resdlt & phase 2
reqult E—

e e
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5. Clearing

UNL Enforcement Process Clearin University X
:consumer node Orchestrator Orchestrator 9 :compute node

&——————init transaction - : ; custoéian(x)
= <4compute permitted? = :
| o

'
'

H

b ‘manual permission required—» '
(Y B -approve?—% '

hange query H
approve o
o g

- approvea H
-T—permitted: H !
compute H

completed H

D e T | il '

send results: t | '

end local result :

'

H

H

'

H

H

'

H

: I-? completed

Clearing modules: handling pre-conditions that (may) require human action

Enforcement Orchestrator: ensures Policy Reasoner receives the required policy (from

Policy Store) and policy information to make policy decisions e




6. Processing

o

(2] (3] 0 ) (6 (7]

The execution of data exchange process steps J

May be manual or automatic, may involve centralized coordination

— phase 1
UNL —_—

intermediate

alg, phase 2

_
UItglobal

- m -
ﬂ resultocal resultocal m
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6. Processing

UNL
:consumer node

Process University X University Y TTP
Orchestrator :compute node :compute node :compute node

"

F—compute—3

Catalog

analyst

! Submit query i

! —offer query 1
H —offer query 2-
: init reques ——init transaction

hange query 1
hange query 1

omput

completed nd local result

________________ Ll completed send local results ¥

f exchange query 2

H send global result:
| retrieve data : I sl iyas=t- R -

Lesson learnt

Centralized control not necessary; Decentralized control at odds with accountability
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B o > > e

Determining the compliance of processing, including post-conditions, after the fact

against new versions (interpretations) of policies
with new information relevant to policy

Examples:
Did all approving members make their data available? (requires tracing)
Was the data of the expected quality? And appropriately synthesized? (requires resource)
Did the third party processor use a secure analysis environment? (requires logging)
Enforcement and process notary components keep record of exchange processes J
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7. Auditing
(1]

(2] (3] 0 () (6 (7]

Determining the compliance of processing, including post-conditions, after the fact

against new versions (interpretations) of policies
with new information relevant to policy

Examples:
Did all approving members make their data available? (requires tracing)
Was the data of the expected quality? And appropriately synthesized? (requires resource)
Did the third party processor use a secure analysis environment? (requires logging)

V.

Lessons learnt
AMAdEX ‘meta-data’ principle at odds with auditing
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Architecture components (overview)

Control and
governance
infrastructure

Registry
(universe)

Catalog
(universe),

AMdEX
framework

Policy Store
(universe)

Registry | | Catalog

Ecosystem govern provider

Dataspiace provider

Governance provider

Hardware and
services
infrastructure

Registry | | Catalog —<|Auditor |Po|icy store|
Control plane
Clearing| |  Process |___|Enforcement Policy Only metadata
Orchestrator| Orchestrator| Reasoner flows here
i\Connector — Connector ——
Exchange provider Agf;:,’;,’;ﬂ':z f
(data) assets
Connector Connector Connector :§
Provider Consumer Compute

Dataspace member

Dataspace member

Dataspace member
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Section 6

The eFLINT language
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Toy example — knowledge representation

(Toy Article 1) a natural person is a legal parent of another natural person if:

they are a natural parent, or
they are an adoptive parent

Fact person Identified by String

Placeholder parent For person
Placeholder child For person
Fact natural -parent Identified by parent * child

Fact adoptive-parent Identified by parent * child

Fact legal-parent Identified by parent * child
Holds when adoptive-parent(parent,child)
|| natural-parent (parent,child)

42/ 44



Toy example — powers and duties

(Toy Article 2) a child has the power to ask a legal parent for help with their homework,
resulting in a duty for the parent to help.

Act ask-for-help

Actor child
Recipient parent
Creates help-with-homework (parent,child)

Holds when legal-parent(parent,child)

Duty help-with-homework
Holder parent
Claimant child
Violated when homework-due(child)

Fact homework-due Identified by child

Act help
Actor parent
Recipient child
Terminates help-with-homework (parent,child)
Holds when help-with-homework (parent,child)

43744



Toy example — scenario / case

‘Domain of discourse’ specification:

Fact person Identified by Alice, Bob, Chloe,

David

Initial state:

+natural -parent (Alice, Bob).
+adoptive -parent (Chloe, David).

Scenario:

ask-for-help(Bob, Alice).
+homework -due (Bob) .

?Violated (help-with-homework (Alice ,Bob)).

help(Alice ,Bob) .

permitted: Alice is Bob’s legal parent

homework deadline passed
query confirms duty is violated
duty terminated
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