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data sharing challenges in

social sciences and humanities




| Non-research data has great scientific value,
but providers often struggle to share
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| Typical data provider would

need (1)
Complete control over the data: \
Gl e e N
e Data not sent to researcher £V
e “Non-consumptive use” - =

® Review any output

Pseudonymised data
Data upload not allowed
Check on researcher & purpose

Trust the research software
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| Typical data provider would
need (2)

Additional requirements:
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| Researcher would
need (1)

“To what extent does PIN transaction

match official inflation statistics?”

Play (tinker) with the data
Specific characteristics of the
combined data determine
consequent analytical steps
Combine it with my own data
Extract and download aggregated
non-sensitive results

Use R, Python

e | [
I
Bl ]

= o

() foudo

File Edit Code View Project Workspace Plots Tools Help

Q- - B 838 2~ &l Project: (None) ~
@7 di icing.R* % | @] R% | [ di x® P | Workspace History —i=
5] [ [Jsourceonsave Q A+ -9 %% [ #source v i | | <fPload~ [ Saver [ ImportDataset~ 3 Clear Al @
1 Tlibrary(ggplot2) ~ Data
g source("plots/formatplot.R") diamonds 53940 obs. of 10 variables m
4 view(diamonds) Values
5 summary(diamonds) avesize 0.7979
6 =
7 summary(diamondsSprice) clarity character[8]
8 avesize <- round(mean(diamonds$carat), 4) p ggplot[8]
9 clarity <- levels(diamonds$clarity) —
10 Functions
11 p <- gplot(carat, price, format.plot(plot, size)
12 data=diamonds, color=clarity,
alz] xlab="carat", ylab="price",
14 main="Diamond Pricing")
15 Files Plots Packages Help |
] 2 Zoom | -E|Export~ @] | 3 Clear All @
L Diamond Pricing
15:1 (Top Level) + R Script + A
Console ~/ =0
X y z = Clarity
Min. : 0.000 Mmin. : 0.000 Min. : 0.000 15000 - o
1st Qu.: 4.710 1st Qu.: 4.720 1st Qu.: 2.910
Median : 5.700 Median : 5.710 Median : 3.530 si2
Mean : 5.731 Mean : 5.735 Mean : 3.539 &
3rd Qu.: 6.540 3rd Qu.: 6.540 3rd Qu.: 4.040 :
Max.  :10.740 Max.  :58.900 Max.  :31.800 Price %% vs2
> summary(diamondsS$price) Vel
I R e e antawAn  mem
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| Researcher would
need (2)

“How can a publisher evaluate the
impact of converting any backlist
ebooks titles?”

Mine the KB collections

Use existing software and
algorithms, e.g. NLP pipelines

Use own software or algorithm
Upload a container

Extract and download non-sensitive
results
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ingestion-workflow-orchestrator | Public

Orchestrator for all ODISSEI-related ingestion workflows.

e @ Python wo %o @ o %o Updated 2 days ago

Custom-Metadata-Blocks ' Public

All the tsv-files for the custom metadata blocks will be stored here.

o 513 Apache-2.0 %o Q o 9o Updated 2 weeks ago

version-tracker | Public

Stores workflow versioning information.

@ Makefile Y0 %o @ o 1Mo Updated 3 weeks ago

publication-date-updater | Public

Updates the publication date of an existing dataset in a dataverse.

@®Python W0 ¥ 0 (o0 190 Updated on Dec 14, 2022
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| Best practice:
Five safes

Office for

-
AN National Statistics
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https://ukdataservice.ac.uk/help/secure-lab/what-is-the-five-safes-framework/
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What is SANE?




| SANE — Secure ANalysis
Environment

Virtual, fully shielded computing environment
Enable access to the sensitive data
Pre-approved analysis software

Data provider maintain complete control
Penetration tested

Runs on ISO-27001 certified SURF Research Cloud

Tinker SANE: allows the researcher to see, manipulate and
play with the data.

Blind SANE: the researcher submits an algorithm without
being able to see the data and the data provider approves
the algorithm and output.




SANE — Workflow

STEPS
Agreement data provider and researcher g)
Data provider sets up SANE . '@ SENSITIVE DATASET
Data provider makes data accessible
Researcher analyses data
Researcher deposits result

Data provider checks result SECU RE ANAI_YSIS ENVIRONMENT

SECURE DATA STORAGE

NoukwNE

—
—
Data provider releases result
(SANE) { Secure compuTING

AGREE STAGE

?|I||




Screenshots Beme




| Roles

Researcher

Data Provider

-
\.




| Data Agreement Step

eoe I -+ B
To: steward@data-provider.nl v
Cc:

Subject: Data request

From: Ahmad Hesam — ahmad.hesam@surf.nl

Hello,

My name is Ahmad Hesam, I'm a
researcher at TU Delft. | would like to do
research with the following datasets:

. d0i:10.17026/SS/PD54TO
. d0i:10.57026/SS/AS54T0O

Could you provide me access?
| will be working with the following software
tools:

q v E v
To: Ahmad Hesam v
Cc:
Subject: RE: Data request

From: Hide My Email <corn.parlays_0s®@icloud.com>

Sure, but only within a SANE Tinker
environment. Please follow the steps
here:

https://servicedesk.surf.nl/wiki/display/WI
Kl/Researcher+instructions

You can use my contact details in the
request,




Login via SURFconext

Select an account to login to Servicedesk SURF

fupelst  Delft University of Technology

@ Apply for access

Small Compute applications (NWO)

Computing time and data services directly via SURF

Direct institute contract
Only available for the UvA, VU, PGC, TUE and EUR

]
TUDelft

Please login to access login-protected services

Username | bour NetID

Password | your password



Title of the project Technical project requirements

[SANE] Socio-economic agent-based modeling | expect to need 100GB of storage for the datasets, and about 10GB for my

results, so 200GB in total should be enough.
Description

| will need at least 20 (iterations) x 500 (core-hours per iteration) = 10k
core hours to perform my analysis.

Dear Servicedesk,

In the context of SANE on SURF Research Cloud | wish to request the
following collaboration: Resources

Name: Socio-economic ABM Snellius

Description Research Cloud - HPC Cloud

Using the following datasets | wish to calibrate an agent-based Data processing - Grid
model to discover new socio-economic phenomena.... i i

<rest of description> Signing Authority e-mail

Data provider contact person: Martin Brandt, steward@data- john.doe@tudelft.nl

provider.com Recognizable institutional e-mail required

Kind regards, Signing Authority Staff Position within the organization

Ahmad Hesam Professor




SURF processes request

A NN

Dear data provider,

You have been invited to the SANE
CO: “Socio-economic ABM”

Please accept this invite to start the

SANE project




Dear data provider,

You have been invited to the SANE
CO: “Socio-economic ABM”

Please accept this invite to start the

SANE project

Accept

Welcome to Socio-economic ABM

@ You are invited to becofne admin of Jhis collaboration

Please be aware that on becoming and admin of this collaboration, your personal data may
be shared with the following services. Take a moment to review any policy documents

provided by the service.

Purpose of the collaboration

A collaboration to process sensitive data in the context of Socio-economic ABM

We collaborate in 1 services

A + _ SURF Research Cloud

1@
=

Acceptable use policy ‘ Privacy policy ¥ Contact

A service used by this collaboration requires that you agree to their acceptable use policy.

I agree to the service's acceptable use policy

Proceed to My SANE CO Name




Welcome to SURF research cloud

5] LoGIN

SURF HPC Cloud Network SURF HPC Cloud volume

@ SANE data server @ SANE linux data owner portal

SANE data server

Only access for data owner

CHOOSE
—_— CHOOSE




ahesam - File Manager

View Go Help

4 > A M [ /home/researchdrive

DEVICES 1
L) File System b

™ thinclient_dri... Downloads

Public

E} Documents

E} Music

., | Pictures

@ Videos

@ Downloads

thinclient_drives

NETWORK

‘- SN TR sensitive_file.dat

b

scratch

Videos

£ > A 1ot [P /home/ahesam/data/sane-data/

DEVICES

L) File System
Pictures

PLACES

M iy ahesam

@ Desktop

Templates

¢

mount_researchd
ve.sh

1 Downloads

NETWORK

‘ Browse Network

13 items: 95.4 MiB (100000526 bytes), Free space: 90.3 GiB

B thinclient_dri... =

sane-data -

results

scripts

File Manager

source




Invitation details

Invitees ®

Invitee email addresses

Role ©®

‘7 — .“
de invitations ’ kearch for members... Q Invite members

Group membership ®
Membership

Select groups

Membership valid until ®
ahuln

Message ©

Personal message to the invitees




Welcome to Socio-economic ABM

@ You are invited to becomd member of fhis collaboration

Please be aware that on becoming and admin of this collaboration, your personal data may
be shared with the following services. Take a moment to review any policy documents
provided by the service.

Purpose of the collaboration
A collaboration to process sensitive data in the context of Socio-economic ABM

We collaborate in 1 services

:°.. SURF Research Cloud

Acceptable use policy | Privacy policy ¥ Contact

A service used by this collaboration requires that you agree to their acceptable use policy.

Proceed to My SANE CO Name

| agree to the service's acceptable use policy




SANE Tinker Webinar Project

State: running




Tinker SANE workspace

Microsoft Remote Desktop

« -emo®

Tinker SANE (Webinar demo)
No user account




‘ Microsoft Remote Desktop Edit Connections Window Help

Recycle Bin

Google
Chrome

B
£

Microsoft
Edge

Tinker SANE workspace

R432

R Studio




@ Launcher X | [W sane_webinar_notebook.ipyn ® | E helper_functions.py X | i

B+ X0 O » m C » Markdown v &  Ppython 3 (ipykernel) O
Filter files by name Q R

n/ 3. Impact Analysis

' Name - Last Modified Now, we delve into the core analysis to examine the impact of education on social

@ helper_func... 16 minutes ago mobility, using statistical models to analyze the data.

* + M sane_webin... 46 seconds ago
start_analysis(data)

Starting analysis...
InHInmnENnENnmInmnamn
Analysis completed successfully!

W e e ¥

BAY & F Q@
~ 4. Plot results

Now we plot the output results of our analysis

plt = plot_results(f"{result_dir}/result.png")

-
|
t
1
d
&
L]

m samples 1
samples 2

‘ [ I B

Simple L Python 3 (ipykernel) | Idle Mode: Command & Ln1, Col1 sane webinar notebook.ipynb 1 [\



145.38.191.58

Home Share View

T « sane-data (\\10.10.10.217) .. > results

O Name

»# Quick access
B Desktop

& Downloads

Build Debug Profile lools Help
Go 1o fileffunction oo Adding v

JANVIBAgpPerio...

STERDAM; 1,842

.V. ;AMSTERDAM; 91,035
CHNIEK B.V.;ALBLASSERDAM;5,229
B.V.;0OSTERHOUT NB;16,215
AM; 25,452
OTTERDAM; 102,480
ROTTERDAM; 475,155
,621
;DEVENTER; 30,753
DIJK; HARDINXVELD-GIESSENDAM; 10,956
DIJK; HARDINXVELD-GIESSENDAM; 12,969
EM;5,751
M; 57,126
M;11,106
RICAL ENGINEERING LTD;CO. DOWN;184,215
RICAL ENGINEERING LTD;CO. DOWN;18,507
CHEM; 3,564
ROPE B.V.;S-GRAVENHAGE;7,356
CES B.V.;PIINACKER;6,603
; AMSTERDAM; 90,462
AM; 27,318

K OF K pdiKdyes 1 pupicduions.
s, 'help(Q" for on-Tine help, or
browser interface to help.

RData]
NGSPLAATS VERSTREKT. . VOORSCHOT

26793 Mmin. . 1.002
character 1lst Q 4.725

=0
Show whilespeue

-

-

Text file <

=0

© autput results.csy

Environment  History Connections  Tutorial

i | EF importDataset ~ | Y 1zamis ~ | &

R~ fk Glohal Ewironment ~

Data

Oc 26793 obs. of 3 variables

Files Plots Packages Help Viewer Presentation
A RO

R: Numeric Vectors »  rind in 1npic

numeric {base}

Numeric Vectors

Description

Creates or coerces objects of type "nu g
of an object being interpretable as numbers.

Usage

numeric(length = 8)
as.numeric(x, ...)
is.numeric(x)

Arguments

1 th A non-negative integer spacifying the desirad length. Double valuas will be
coerced lo integer: supplying an argument of length other than one is an

error.

umeric is amora g

@ www.nunl

< C ® nunl

This site can’t be reached

.nu.nl took too long to respond.

* Checking the connection
* Checking the proxy and the firewall
¢ Running Windows Network Diagnostics

Details




1. Choose the expiration date of the machine

™ 10-02-2024 (22:16)

2. Workspace name, domain name and description
Name

SANE Blind Webinar Project

Hostname

saneblindwebin

Description

Description

3. Workspace parameters

Script location: ( script subfolder or GIT repository url)

Script location




results - File Manager

it View Go Help

> A Q 7] /home/ahesam/data/sane-data/results/

result.png

bwse Network



Relation to other

projects




Use Cases:
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Peter Gerbrands, Wolter Hassink,
Daniel Oberski, Rutger Schilpzand,
Arjen van Witteloostuijn
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you
3D-ultrasound m

sweeps of the
fetal brain EEG-data

2500

babies

Eyetracking- Biomaterial
data from children
and their
parents

sMRI & fMRI
data

1.350

children

Behavioural Almost every
and cognitive questionnaire
measurements you can think

of




Contract
Management

DELE] Governa;ce & Support

=1 Data Protection

User Guides
(Best Practices)

User Support
(IT & Usage)

D

Data Retrieval
(File, Web, ...)

(Permanent)

Data Staging
(Temporal)

Data Ingestion Data Processing
(Bronze) (Silver)

Data Conversion
(File Format)

|
||“|

ata Storage

Data Linking
(Identities)

Data Extraction
(Text Mining)

ny

—

Data Cleaning

Data
Pseudonymization
.

Data Aggregation ]

N

Metadata Metadata Metadata
Extraction Enrichment Querying

Metadata Management

Data Lineage

- Access Mana‘gement

User Access
Controls (SRAM)

Data Analysis
(SANE)

Data Access

Data Tinkering

Blind Analysis

Servers, Networks &
Security

Infra. Management




FirmBackbone - Architecture highlight

Data Provisioning

Research Projects

Pu blicatns

—

Data

-

Pseudonymization
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Data Access

Data Tinkering
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<L Data Retrieval \
I

(

Blind Analysis

Researchers &
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Access Mana‘gement

User Access
Controls (SRAM)
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Servers, Networks &
Security

Infra. Management
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Q&A




Thank you for
your attention!

annette.langedijk@surf.nl
lucas@odissei-data.nl
ahmad.hesam@surf.nl

freek.dijkstra@surf.nl
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