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Coverage

How to map an application
request to a best-fit digital
infrastructure

pattern based on
collaboration models?
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Profiling architecture
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How to develop policy compliance

detection components during
execution?
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A look at the future

Many interesting open venues for further research:
* extend the IDS to detect anomalies by monitoring multi-dimensional metrics.

*  Metrics related to the interactions between distributed
execution platforms: traffic volumes and traffic patterns.

*  Metrics related to execution in a single execution platform: CPU or GPU usage, log information and
memory access.

* combine different machine learning models and detect the anomalies 1n parallel

* auto-encoder, generative adversarial networks, isolation forest, with different monitoring metrics.

* explore and expand the confidence area of a distributed IDS

* Investigate the possibility that a group of similar applications can share one pre-
trained IDS model with sufficiently good detection performance.



