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SHORT HISTORY: THE DL4LD PROJECT —
TNO 550

N

-
Data Logistics for Logistics Data (DL4LD) project

Data Logistics for Logistics Data (DL4LD) is an innovation project that aligns with the
ambitions of the ‘Topsector Logistiek’ and ‘Commit2Data’.

4 Dutch Institute for Advanced Logistics it
connecting bus iness ond sci fence

» ‘Ter leering ende vermaeck’: IDS als onderdeel genoemd bij de
ondertekening van de Fraunhofer en TNO samenwerking.

\_




IDS - SECURITY VERSUS TRUST -
TNO 0 e

I
4 N A
Security Trust Enablers
Non-functional design aspect: Functional design aspects:
The implementation of an IT-system must comply to its » Data sovereignty

security level requirements as defined at system design and
protect agains malicious or unintentional security breaches.

o

Data sharing agreements

-~

) Confidentiality, Integrity, Availability (CIA), ... Enforcement of data sharing agreements

) legal enforceability,
» All ICT-systems must be secure

) implementation enforceability
» Data provenance, logging, reprorting

) System integrity monitoring i‘“ -




IDS - THE VISION
TNO
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Infrastructure connecting organizations across sectors for multi-
lateral, trusted, data sharing.

Logistics Other Sectors
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THE DL4LD PROJECT
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Data Sovereignty is Key

Being in control over your own data

» Who is allowed access to your data, for which purpose and under which conditions

Realisation of data sovereignty requires a variety of enablers, i.e.: Control

» Technical enablers, e.g.: @

» Mechanisms for access control and for usage control
)} Enforcement of external (law, regulations) and internal (business) policies.
) Security mechanisms: peer-to-peer data sharing, encryption, PKI / Key Management, ...

} Procedural enablers, e.g.:

» Making a data sharing agreement Technical Enforoement
) Doing data sharing transactions: clearing, settlement, .. |oanizationalrules / Legal contract
\_ ) Logging, data provenance and reporting .

] TNO

X



IDS REFERENCE ARCHITECTURE

INFOGRAPHIC (SEPTEMBER 2018)
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A TRUSTWORTHY ARCHITECTURE

FOR THE DATA ECONOMY

The IDS provides self~determined control

between all imaginable data endpoints

Broker

App Stores

Identity Provider

Data - the economic asset in data driven business models

USE CASES

Services and functional
Ao and validatod ir

of the 105 are spec-
50 cases,

The 105 B
spproachis

INTERNATIONAL DATA SPACES
APPROACH
Endless Conneetivity

Standard for data flows between
ail Kinds of data andpoints

COMMUNITIES

Intorast and user groups of same or similar doma

@@@O

s with

commen chailenges validate and prafiferate th 105 ap-

proach, technolagy and eco-system. Based

plemented and systematically pushed forwars

i
Participants to enhance existng of to lAunch now

an their prac-
d the

lowiing.
aervices.

Trust between different security domains
omprehensive and audic
tlons providing a maximum lovel of trist

Govarnance for the data aconomy
g control and enforcamen for
data fiows and assignments of data

MISSION STATEMENT

Secure Data Exchange
It forms the basis for a va
riaty of certifiable softwara
solutions, smart services

oo security func:

Business Models
Data Owners ramain
sovereign awners of

their data at any time

IDENTITY
PROVIDER

rwices, e.g. https, MQTT,
REST, Multi Part Messages

Digital Identities and
Digital Certificates, e.g. X500

Certification,
IEC 62443, ISO

International
Standards

IDSA defines the basic
conditions and gover-

chitecture and inter faces

Use Cases
- devarened and updated
@ on the basis of se cases

VOCABULARY

EERTIEICATION .
APPROACH

The IDS Cortification Bady is appointed by the IDSA and

o
organizational evaluation work during a certification

Participant
Ceruification

—(—@

Digital Technical
Certificate Certification

~

DIGITAL IDENTITIES —

A network of trusted entities
in the data economy requires

@ mechanism for digital entities,
that can reliably identify a partic-
ipant and can provide more infor-
mation on transaction pariners.
Additéiona information must be
updated regularly and be provid-
ed in a trusted manmer.

Clearing House

Vocabulary

CALL TO

ACTION

Beeome a member in
the International Data
Spaces Association:

J

IDS Infographic freely available at: https://www.internationaldataspaces.org/en/ressource-hub/publications-ids/



IDS ASSOCIATION AND THE IDS RESEARCH PROJECT
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IDS Association (IDSA) IDS Research Project
Objectives: Objectives:
} To foster the general conditions and )} Create a blueprint for the data space

governance of a reference architecture
for the International Data Space and
interfaces with the aim of achieving an
international standard

To develop and continue to work on the
standards for the International Data
Space based on use cases

To support certifiable software solutions
and business models

INTERNATIONAL DATA
SPACES ASSOCIATION

m innovation
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» Consisting of four partial architectures
» Safe data exchange and the efficient combination

of data

» Configurable for individual use cases / scenarios

Done by Fraunhofer

Business architecture

Includes all concepts
that are important from
an economic perspec-
tive, e.g. data governan-
ce, cooperative data
management.

Data and service
architecture

Forms the technical
functional core of the
Industrial Data Space
with app store, brokers
and connectors

Software architecture

and service architecture face security, evidence
of the Industrial Data of identity, data use

Space.

Describes the imple-
mentation of the data

~

Security architecture

Contains different secu-
rity aspects, e.g. inter-

monitoring.

Z Fraunhofer )




IDS ASSOCIATION: MEMBERS
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INTERNATIONAL DATA
SPACES ASSOCIATION
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IDS REFERENCE ARCHITECTURE: FUNCTIONAL

m innovation
for life m m—

-

1. TRUST

* Roles

+ Identity management
+ User certification

* Governance

4. STANDARDIZED
INTEROPERABILITY

* Integration of existing vocabularies
* Handling of different data formats
+ Connection of clouds and platforms

2. SECURITY AND 3. ECOSYSTEM
DATA SOVEREIGNTY OF DATA
*+ Authentication & authorization + Data source description
+ Usage policies & usage enforcement + Brokering
* Trustworthy communication & + Vocabularies
security by design

5. VALUE ADDING

Technical certification

6. DATA MARKETS
APPS « Clearing & billing

+ Domain-specific broker and
marketplaces

+ Use restrictions and legal aspects
(contract templates, etc.)

Processing of data
Remote execution

\




IDS ASSOCIATION: ORGANIZATIONAL STRUCTURE
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INTERNATIONAL DATA
SPACES ASSOCIATION

ORGANISATION

HEAD OFFICE
Tasks

Member Management
Internationalisation

Marketing and Communication
Organisation and Processes
Strategic Affairs

Dr. Robert Bauer

Lars B&umann STEERING

Heike Niederau-Buck COMMITTEE Members

Markus Vehlow Tasks Head of working grcups/taskfnn:es
Pinf. Brs baban livahel Head of the research project

Managing Director I
Dr. André Nemat Product Owner/Architect IDSA

EXECUTIVE BOARD
Responsibilities

Dr. Reinhold Achatz (Chairman)

Pprof. Dr. Borls Otto (Deputy Chairman)
Ulrich Ahle (Treasurer)

Preparing strategic decision
Deciding about general questions

LIAISONS

Plattform Industrie 4.0
EU-Comumission

Fiware Foundation

Industrial Internet Consortium
‘Data Market Austria

OPC Foundation

INTERNATIONAL HUBS

Global Sealing

= Members all over the world,
major european RTOs, intense
engagement in european research
activities

1DS aims to establish a global
standard

USE CASES

Your Company

- Internal communication through
working groups and the
collaboration tool JIVE

External communication on fairs,
interviews or articles

DEVELOPER COMMUNITY
Implementation and Testing

RESEARCH COORDINATOR

IP COORDINATOR

COMMUNICATION &
MARKETING
Internal and external
- Internal communication through
orking groups and the
Collaboration tool JIVE

External communication on fairs,
interviews or articles

Support

Internal communication through working
groups and the collaboration tool JIVE

External communication on fairs, interviews
or articles

WORKINGGROUPS AND TASKFORCES

WG ARCHITECTURE

Tasks

- Developing reference
architecture & software
components
Standardisation
Configurating product
backlog

WG Leader

Andreas Teuscher (SICK AG)

Dr. Steffen Lohmann

(Fraunhofer IAIS)

TASKFORCE LEGAL
FRAMEWORK
Alexander Duisberg
(BirdeBird)

Tasks

+ Considering legal aspects
within IDS
- Shaping the data economy

WG USE CASES &
REQUIREMENTS

Tasks

+ Transfering requirements
to the functional overview

+ Supporting of use case
integrations

WG Leader

Gerrit Stéhr (Salzgitter AG)

Dr. Sven Wenzel
(Fraunhofer 1SST)

TASKFORC

EXPLO. ITATION AND
BUSINESS MODELING
Andreas Staffen (Deloitte)
Tasks

Deriving assets and roles
for exploitation

Defining the economical
environment for the
participation

Experts of member companies and organisations joinil
and taskforces or implementing use cases within their companies

WG CERTIFICATION
Tasks

- Developing requirements
and criteria

- Defining components and
roles for certification

WG Leader
Aleksei Resetko (PWC AG)

Nadja Menz
(Fraunhofer FOKUS)

COMMUNITIES

Interest Groups with common
challenges, validating and
proliferating 1DS

Medical Data Space
Industrial Data Space
Farm & Food Data Space
Logistics Data Space

working groups

Responsibilites
Lars Nagel (Managing Director)
Thorsten Hilsmann
(Finance/International)
‘Sebastian Steinbuss

(Lead Architect)

RESEARCH
PROJECTS

FRAUNHOFER RESEARCH
PROJECTS
Prof. Dr. Boris Otto

Dr. steffen Lohmann
Ralf Nagel

Dr. Sven Wenzel
Nadja Menz

BOOST 4.0 (EU)

Prof. Oscar Lazaro
(Innovalia)

MIDIH (EU)

rgio Guzmeroli
(Paiocatca s Mitano)

AMABLE (EU)

Bernhard Holtkamp
(Fraunhofer 1SST)




IDS: VISION, MISSION AND APPROACH
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COMPANIES WANT TO LINK DATA
IDS Vision
Interoperability ;
e IDS is a global de facto market standard
&> ; g
for the sovereign use of data
is the ability of a natural or
legal person to exclusively
and sovereignly decide con-
cerning the usage of data
as an economic asset.
. J
4 )
Business architecture Data and service Software architecture Security architecture
I DS bl . t architecture
ueprin
p Includes all concepts Forms the technical Describes the imple- Contains different secu-
that are important from functional core of the mentation of the data rity aspects, e.g. inter-
for d ata S paces an economic perspec- Industrial Data Space and service architecture face security, evidence
tive, e.g. data governan- with app store, brokers of the Industrial Data of identity, data use
ce, cooperative data and connectors Space. monitoring.
management.
\. J
' N

Unlimited
Interoperability

standard for data flows between all kinds of
data endpoints

Governance for the
data economy

Trust between different
security domains

comprehensive security functions providing a
maximum level of trust

usage control and enforcement for data flows

Data Sovereignty

Self determined
control

of data flows
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IDS REFERENCE ARCHITECTURE: THE TECHNOLOGY
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IDS REFERENCE ARCHITECTURE: IDSCP o
TNO 550

Approach:
» Peer-to-peer data communication: no central data lakes
» Enabled by interacting IDS connectors
} Standardised by IDS Communication Protocol (IDSCP): DIN 27070 norm

IDS Communication Protocol

Custom Container ||Core Container Core Container Custom Container
Policy Set
Data Flow Control Data Flow Control
Data Service Message Queue || Connection Mgmt. i——( ()——— Message Queue || Connection Mgmt. d_ Target App
IDS Protocol
Trusted Container Management Layer Trusted Container Management Layer

\_ J
Scope:

) IDS Handshake ->  Continuous usage

)} IDS On-boarding process -> Initial usage
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THE DL4LD PROJECT

Usage Control for Data Sovereignty in IDS
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Technical vs. Organisational/Legal Enforcement Usage Control Technologies in the Industrial Data Space
B Usage Control extends, replaces and supplements existing contractual and B Integrated Distributed Data Usage
organizational enforcement Control Enforcement (IND2UCE) ot
3 Long-term Goal: Fraunhofer IESE, Kaiserslautern e - e
Technical Enforcement compensates OrganisationallLegal Enforcement
B Label-based Usage Control (LUCON) e
: p
Tetnice] Erorecment Fraunhofer AISEC, Munich .
ﬁl =
. . T
Organizational / Legal Enforcement N [F. FIow.Trackmg (FTY i@ g
Provenance Tracking [ -
Fraunhofer 0SB, Karlsruhe _
7 Fraunhofer Z Fraunhofer
\ J J
/"_j o
TNO “ Q’ TKI DINALOG |
Dutch Institute for Advanced Logistics

‘connocting businoss and scionce



IDS: FOR ILLUSTRATION ot
TNO 550
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» Deutsche Telekom has announced IDS-based _ -
commercial services / products e
» Based on IDS versions in development o
. . Connecto (o)
» Connector, Data Broker, Identity Provider VT e
» Data Intelligence Hub — &9;- — Qj
L i e Hni = )
4 N\
i » Data Sovereignty based on IDS
“. . L] . . . .
DATA SOVEREIGNTY i ) For policy definition and signalling
The Data Intelligence Hub is the first data . . .
mark_ermacemfm:erlmesm_ngenitosecugw ) Extend and enforce into the DT domain, i.e.
requirements of the International Data Spaces | 2
i i e L T | R ) The DT data lakes for Al
decentralized data management and subscriber a%te’ S
?j?‘i:f;cna‘tri;)lfv your data is safe - and ensures your 7 ;“:“‘” ) Th e DT AI WO rkbe n Ch/tools
\_ J
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) Individual (technical) aspects have been shown before S e
So, why should it work (this time): M
Governance, standardisation, interoperability .... ) ;:a’i§“§£5 1
4 Governance of development ([ Governance of deployment
Design for an ecosystem: ' Provide adequate alternative for closed
Open to users communities
Open to service providers and to innovation ) Create Iinitial solution with sufficient scale
Open to solution providers Specific roles to be fulfilled by
Interoperability for scale, scope and reach: ' Telecommunication operators / service
Vertically — inter-organizational providers
Horizontally — cross organization/sectors » Early adopters: major companies, field labs
Longitudinally— supply chain } Authorities
Low barriers to participate
Open source availability
% Open standard design and maintenance process

AN
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Ecosystem, open for stakeholders to participate

Broker

Service ——» dataflow
Provider Ly, — ——» metadata flow

- Clearing
e House

use data \I Data I authorize

——— software flow

Consumer | Provider |

Identity
Provider

App Store =1 App Vocabulary
Provider publish app Provider Provider
D Core Participant . Intermediary Trusted [:] Software and Services D Governance Body

Data
Owner

~




App Store
Provider

D Core Participant . Intermediary Trusted D Software and Services

Vocabulary
publishapp P er Provider

Identity
Provider

Provider Provider

DAPS
Provider

D Core Participant . Intermediary Role

m innovation
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L) L] L) -
Multitude of trusted, interoperable, intermediary roles
» data flow o —» data flow
Brok : tadata fl
5;2,3:; : :::t‘:a:eaﬂoz:v Clearing Clearing ———» metadata flow
B Provider T '%é ) (5.-\0 7 House
o2 s, o
e ~ Do, w7 2
Lo Clearing og ¢ \" s Q
P “3“5.3;\ g House fansactig, = Provider/ |~ c Provider /
— 08\ S~ Consumer o Consumer
; (Lo A £ :
L3 —
. ¥ % ©,
. R Yy
%y % NLE
%4 ks N Identity DAPS
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Many aspects on sovereignty and trust for data sharing infrastructures are currently being worked on
Try to re-use and extend, not re-invent
Embed it in an international (standardisation) initiatives

IDS may provide the basic infrastructure to interconnect and extend upon, for:
Ensuring data sovereignty
Data Market Places, incl. data brokering and clearing house

For enforcing legislation (normative systems), e.g.: software certification, enforced information
flows and processing, usage and access control,....




TNO OBJECTIVES
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“What’s.the use case?”

Amend Savo diroctly
document 10 SharePoint

4 »  Demonstrating viability through representative use case
»Initial focus on: connector, identity provider, clearing house
» Smart industry, logistics, cross-sector, cross-border,...

Chockin Published

Other Sectors Horizontal
interoperability

) Interoperability for scale, scope and reach:
) Vertically — inter-organizational
) Horizontally — cross organization/sectors
) Longitudinally— supply chain

£
Interoperability

Verticol
Interoperability
in
3 33
Y =
8% 5
o
3
2

) Elaborating the IDS Service Model

» Cross-sectoral
» In an open, distributed, infrastructure for multi-lateral data sharing

) Providing open source IDS components
» Connectors: Base, Trusted, Trusted+
_ » Supporting solutions for: identity provider, clearing house, ... )
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