More about sessions   - thoughts for further discussion  -- John

Q:  Are AAA sessions different than other sessions?

Discussion – dial up

If a dial up NAS receives a connection signal it starts up some internal state to deal with the connection.   At some point it sends an Access request for authorization of the connection and if it gets an approval it marks the internal state as authorized.

The internal state is for something – like the port, or a modem.  

The NAS can create a “session” to track usage of one or more resources.  When the state of a resource changes the NAS will create a session.  At this point it would seem to want to assign it a session-id.  

I think this is a NAS session-id.

The NAS may associate several resources with the session (e.g. modem, channel, port).  At some point it may require the session to be authorized, and it sends an access request to an AAA server.

The AAA server processes the request and authorizes it.  The NAS may keep authorization information in its session table.

At some point the NAS gets a signal to that triggers it to terminate the session and free up resources.    It does.  It probably logs the session info as part of termination.

Discussion – accessor (PIB)

The accessor receives a packet which triggers a “new session”.  (This seems to me to be equivalent to creating a new flow in the current scenario).  The accessor then sends an access request to the PDP which authenticates it.  The PEP (accessor) may keep authorization approval in the session table.

Session termination is not so clear, but whenever the accessor decides the session is over it removes the session, which involves removing it in the PDP as well.

   Accessor vs. NAS  -- comments

 Note the PDP and PEP implicitly both know about the session state.  It is not clear how frequently the PEP updates counts about the session to the PDP, but it does seem clear that the PEP needs to know everything so it can work with a backup PDP.

2. So what is an AAA session

When an AAA server creates an authorization it may include an “authorization” profile.  The AAA server has access to the Directory which is the ultimate authority for the user information (as the NAS or accessor is for the “session” information).  The authorization could be in the form of a attribute certificate with a lifetime, or tied to the lifetime of something else, like a session.  (The ability to tie the authorization lifetime to something specific seems to be one of the things an AAA server can  do that a general auth cert can’t do.)

The binding of authorization profile to a session might make a session into an AAA session.  

The binding might come at different times.  For example, a session could be authorized and the AAA server could log the authorization (and session id as it received it).  Later the session could terminate and the NAS/accessor could log session information.  At a still later time the AAA logs and the session logs could be matched.  In this case the AAA session might only exist after the session and AAA logs are matched.  Possibly the name AAA session is not completely helpful.

