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m Reproducible builds
m How to match the binary with the source code?
W Reproducible builds : binaries that can be reproduced from source code byte-for-byte
m Build-environment

m Used tool-chains, version of the compiler, compiler flags
m Lost after compilation and stripping

m Opcode statistics

m Main approach
m Related work in metamorphic malware detection
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Introduction

RELATED WORK / BACKGRO

m -fiiC6 cgmmyT b Distribution of opcodes and statistical differences between
goodware and malware

m VIATRCPT Gi ccmpoT b 90% accuracy in distinguishing different compilers, using
Hidden Markov models (HMM).
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m 2dCé q z1CE ccmmom zCCIdA bT Caal CCU ECCH dTt b6Ha
m " di CEECU bT Ci cgmper b Using Feature extraction and DT (Random Forest)
scored 100% accuracy.
N-gram analysis
m N-gram is a sequence of n-items or larger
m zCCidA b1 Ca cgmpmia zGCIdA PT CA cgmpoTa XCCGé BT G ceippra
m XCCé b Ci cqmpor b Showed using a 4-gram was best, detecting Android Malware,
using SVM (Support vector machine).
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RESEARCH QUESTIONS

vbAPCGOT g i PATAACH LU

Hd 1 AieGABCCT Cob Ti b UigebGpCOPA ICTT b dgOdUp e6pg i pCOibH BT PC TRICE
UieebGhCT Od &bt LbGHidCH 6

Hd l AiéGIaCCT ¢ob 11 b UitébGhCOPA AC TT b dgOdUp é6bg i PCOiPH 1T PC TAHCA
Uieeb6bCT OdEGiisp6 eCER 6

27 CT dg0dUPH C6b GPAGACHiOEP ¢d6 Ti b Uiteb6pCOPH iC T b d§OaUP &6bg I PCOibA 6

16p UieepGPCQOPA Hié IABCCT PCdi €l Td UPTPOT BT CT 0dEdiibt eGé 6 LPGRIACA TAPU
ed6 C OiCCGE6
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METHODOLOGY

Approach :

m Compiled a 0d#pOTidC of applications
m 6 different optimisation flags
m 8 different GCC versions

m Count the opcodes of the collections
m Single opcodes (1-gram)
m Opcode pairs (2-gram)

m Statistical analysis
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COMPILED PROGRAMS

Compiled programs :

barcode - §C6T dé OCGOdUbsnacow
bash - §GGT dé OCHT stat

cp - g(;Gl dié Odi6b i Tifsaqy
enscript - §C6T dé DO—IOGnglspacpacp
find - §G6T dé AU TidHstapan

gapt - §C6T dé eChsTafiaw

gcathxt §CGT dé é0CisT

geal - §CGT de eOCasr

glt shell - CGl dé éfiT qat

git - gCGT dé éfT qat

lighttpd - §GGT dé &iél ﬁgUspaTaTw
locate - §C6T dé @ i ThaHs Tagam

ls - §C6T de Odeb i TidAsaqy

mv - §CGT dé OdGP I TidHsyaqy )
opensslo - §C6T dé dgbCHHispargC
postgresqlé - GC6T de §AHTECPHGAspTp
sha256sum - §CGT dé 0dGP 1 TfiHsaqy
sha384sum - §CGT deé 06k i Thasyacy
units - g(;Gl de IGilecapcp

vim - §C6T d¢ Li& LbGAdC yampowp

(Not included in the flag dataset cor)
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Methodology

SIZES OF PROGRAMS

git-shell

bash  gcal
5%

4% lighttpd
sha3g84sum barcode

0% 0%
sha256sum

geal2int
0%

units.

FIGURE - Sizes of programs

Kenneth van Rijsbergen RP2 #20 5 February 2018 7126



Methodology

COMPILER VERSIONS

Compiler versions :

GCC : (Ubuntu/Linaro 4.4.7-8ubuntu?) 4.4.7

GCC : (Ubuntu/Linaro 4.6.4-6ubuntu6) 4.6.4

GCC : (Ubuntu/Linaro 4.7.4-3ubuntu12) 4.7.4

GCC : (Ubuntu 4.8.5-4ubuntu?) 4.8.5

GCC : (Ubuntu 4.9.4-2ubuntut 16.04) 4.9.4

GCC: (Ubuntu 5.41-2ubuntu1 16.04) 5.4 20160904

GCC : (Ubuntu/Linaro 6.3.0-18ubuntu2 16.04) 6.3.0 20170519
GCC : (Ubuntu 7.2.0-1ubuntu1 16.04) 7.2.0
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OPTIMIZATION FLAGS

TABLE - Optimization flags

Flag Description
-00 Default
-01 Light optimization Acts as a macro.
-02 Increased optimization AUl optimization el _01.
Plus additional flags without space trade-off.

All optimizations of -02

Plus additional flags.

All the -O2 optimizations

Plus other flags that reduce the size.
All the -O3 optimizations

-Ofast | Optimize for speed Plus other flags such as -fast-math.
Some program refuse to compile.

-03 Additional optimization

-Os Optimize for size
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Methodology

STATISTICAL ANALYSIS

_TiFAGICGRU TRAT W
m Measures the difference or fit of data
m Difference between the actual data and the expected data
m Need Cramer’'s V due to large dataset
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Methodology

STATISTICAL ANALYSIS

_TiFAGICGRU TRAT W
m Measures the difference or fit of data
m Difference between the actual data and the expected data
m Need Cramer’'s V due to large dataset
.GCEPGEA + LU
m Indicates strength of relationship between 0 and 1

m <010 indicates a weak relationship between the variables
m 0.10 - 0.30 indicates a moderate relationship
m >0.30 indicates a strong relationship

WAOAGRHA LU
m Number of std.dev an observation deviates from the mean

m 0 = no deviation.
m -2 or2 = deviates 2 std.dev. from the mean

m The greater the Z-score, the more a value deviates from the mean
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RESULTS
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Results

GCC VERSIONS 1-GRAM

Pearson’s chi-squared test (x2) 1164553

Cramér's V 0.025513

P 0 Differences in

Opcode _|Average |Gcca.4 |GCca6 |Gecag |6ecas |Gecas  |Gees  |6ec6  [GCCT | relative frequencies

mov 3a.00%| 1 3678% | 36156% 3622% 34.27%  33.94% 33.98% 34.07%8800%| 008

callg 530%| B823%  B43% 530%) B2 s31%  528%  5.29% 5.30_%| 0.03

test 5.00%| 494%| 511% 501% 4.95%[ABo% 492%  4.95%  498%| 005

e a70%| 474%  a.81% 485  4.cs%L A58  a66%  4.67% 4.70;%| 0.06

xor 4.60%|  4.42%  4.66%  443%  4.45% 464% 4.63%  4.59%  4.59% 0.05 (:‘7; =
cmp 3.30%] 333% 3.1%] a36% 331%] 300%  332% 0.02 e
ine 3.10%|293%  2.00%  2.00%  3.00%  315%  315% 0.09 o J—
impg 3.00%]  3.00%| 20% | 200%  3.04% _ 3.02%  3.03% 0.06 P —

lea s.00%| 02628  27% 257%  3a1% | S8 3.06% 0.6 cmp

pop 2.90%|  205%  2.07%  2.10%  3.67% 3.46%  3.43%  3.34%  333%| o044 ine -—
2dd 2.50%| 298%) 3.4%  3.09% 2.87%  288%  285%  2.54% | o011 Lo
push 2005 055%  15/%  d5o% 253% S0i% 0.49 oon

nop! 230%|  255% 2.25%  231%  233% _ 223% o E 0.4 add - —
sub 150%)  151%  1.51%  1.52% 0aMIee 155%  155%)  1.58% 58| 0.11 push

nopw 140% 141%  1.38%]0 dame  1.41% 139%  137%  136%  143%| 005 nopl

retg 1.10%| 0076 1.08%  1.12% iio% 112%  112% 012 sub. —
movl T10%|  Li7%  Liswidek L% 1o2%  1o3% 020 i el
mp 100 003% 0:82%  099%  099% _ 097%  0.95% o1 moul

movg 0% X 0.96% 0.08 frnp - —
movabl 0.90%| M0M%  0.95%  093% _ 0.93% 0.15 movq

and 0.70%|  0.65%1000063%  0.66%  0.66% 0.67% 0.08 movzbl

‘movslg 0.60%| 067 0.64% | 0.66% 07 a0 0.07 ord —
cmpb o.c0%| 0545 W00% " 060%  0.59%  0.59% 009 vl —
Jle 0.50%| 048%  0.48% o47%[ | 0M8%  o047% 0.06 e m—
movh 0.50%] 0.46%|  0.48% ) [0ME%  048%  0.46% 014 movb

shr. 0.40%| 087%  0.39%  041%| 0.42% 0.41% 012 shr - —
nop 0.40%| 0.47% 0.41% 0.41% 0.41% 0.37%  0.37% 0.22 M::\: —
movawl 040%| 037%  0.39% 03s%  038%  037% 037% 0.06 P,

cmpg 0.40%| 038%  0.38%]  041% 036%  036%  0.36% 0.8 shl

shl 0.20%|0A0%  0.38%  038%  037% _ 037%|  035% 0.15 omeR

OTHER 6.90%]  6.85% 10061709  G6.70% NG/ 6.91%  6.91% 0.08 000 010 020 030 040 050 080

Relative frequencies of opcodes for different GCC versions (1-gram).
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GCC VERSIONS 1-GRAM

Opeode |GCCA4  |GECA6 ‘GCCA.T ‘GCC‘I.& ‘GCC‘I.Q ‘GCCS |Gccs ‘GCC?
mov 1.08 058 1 065 054 -046 075
callg 143 025[ 128 -0.89 089 076 082 1.09
test -0.99 -0.55 120000,
100000
50000
]
§ soo0
=)
20000
20000
push o
nopl GCC GCC  GCC GCC  GCC GCCS GCCE GCC7
=5 44 45 47 48
nopw 0.31 -041 -0.51]
retq 0.4 0.34 0.05 0.19
movl -0.73 -0.55 -0.55]
jmp 0.36 0.61 0.2 -0.44]
movg -0.89 0.59 0.59 140000
movzbl -0.74 -0.38 -0.37. -0.83 111 -0.47] 120000
100000
§ o000
€ coo
40000

20000

GCCA.4GCC4.6GCC47GCC4.BGCC 49 GECS GCCH GECT




RESULTS
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Results

GCC VERSIONS 2-GRAM

Pearson’s chi-squared test (x2) 146756.3
Cramér'sv 0.036947
P 0 Differences in
Opcode |Average [GCCa4 [GCCA6 |GCCA7 |GCCA8 [GCCA9  |GCCS  [GCC6  |GCC7 | relative frequencies
mov,mov 15.5n4%{ 1750% 17.03% 1696% 14.84% _ 14.43% 14.49% 14.51% AANSH| 019
movcallg 549%|  556%  5.57%  560%  551% _ 545%| 580%  5042% 543% 003
callg,mov 97| 4.06%| A10W  4.02%  4.01% i 3.89%  388% 3. 0.06
mov,xor 18% 0.12
test,je 2.11%| 0.05 movmov
P movcally =
Jemov 2.09% 0.07 oy
pop.pop 1.97%| 046 mov o -
mov,test 161%| 158%  15/%  L160%  164%  161%  164%) 065%  161%| 0.05 testje -
callg tast 1.57%) I I I I I 0.07 LE":\' —
xor,mov 0.09 o o
Testjne 004 calltest
Jne,mav 0.04 xor,moy -mm—
lea,mov 015 test jne
0.10 jne,mov -
| o
014 push,push
0.03 xor,call -m—
044 cmpje -m—
012 push,mov
033 rosimov
016 test,moy -—
021 movea
0.10 jmpa,nop! - m—
0.76% 0.77% 0.12 impamov -m—
0.74% 0.69% 0.14 add, o —
0.69% 0.87% 0.76% 041 ”::‘Z
065%|  064%  0.72% 0.68%  068%  068%  065% 067% 071% 0.10 sbmay
065%| 062% 0.61% 061%] 052%  072% 071%  072% 072% 028 mov,sub
065%| 072%  0.72% 069%| 053%  065% 062%  063%  063% 026 cmp jne
055%|  054% 055% 0.59%  060%  059%  060%  0.60%| 065% 0.6 OTHER
24.04%| 43.63%) 43.00% 4370% 44A2%  4a.30% 4423% 4424%| AAATH| 003 000 010 020 030 040 050 0f 070
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