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Onlme event reglstratlon with
mlnlmal prlvacy violation
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GET /libs12.21/jgquery/ HTTP/1.1
Accept: */*

Connection: Close

User-Agent: Mozilla/4.8 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.8; .NET CLR
2.0.50727; .NET CLR 3.8.84586.38; .NET CLR 3.0.4506.2152; _NET CLR 3.5.38729; .NET CLR
4.08.3219)

Host: king-orbit.com
Cache-Control: no-cache

HTTP/1.1 20808 OK
Date: Sun, 19 Jan 2014 18:18&8:04 GMT

Server: Apache/2.4.6 (Debian) PHP/5.5.7-2
M-Powered-By: PHP/5.5.7-2

Content-disposition: attachment; filename=exe.exe
Pragma: no-cache

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Content-Type: text/plain

| Entire conversation (159123 bytes)
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alert tcp SEXTERNAL NET $HTTP PORTS -> S$HOME NET any (
msqg: "MALWARE-CNC Win.Trojan.Dofoil inbound connection attempt";
flow:to client,established;
content:" 3B 20| filename=exe.exe|0D OA|";
fast pattern:only;
http header;
metadata:impact flag red, policy balanced-ips drop,
policy security-ips drop, ruleset community,
service http;
classtype:trojan—-activity;
s1d:28809;
rev:4;
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Image source: www.birminghamavs.com/tag/surveillamaeneras
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Research Questlon

IS It possible to create a system
~ that mehcates network threats
wlth m nal prlvacy V|olat|on’?
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Anonymisation example 1




